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...... THE SIMPLEST MEANINGFUL INSTANCE OF SHOR'S ALGORITHM IS FINDING THE FACTORS OF THE NUMBER 15,
WHICH REQUIRES A SEVEN-QUBIT QUANTUM COMPUTER. IBM CHEMISTS DESIGNED AND MADE A NEW MOLECULE THAT
HAS SEVEN NUCLEAR SPINS -- THE NUCLEI OF FIVE FLUORINE AND TWO CARBON ATOMS -- WHICH CAN INTERACT WITH
EACH OTHER AS QUBITS, BE PROGRAMMED BY RADIO FREQUENCY PULSES AND BE DETECTED BY NUCLEAR MAGNETIC
RESONANCE (NMR) INSTRUMENTS SIMILAR TO THOSE COMMONLY USED IN HOSPITALS AND CHEMISTRY LABS.......
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...... (VII) WITHIN 90 DAYS OF THE RELEASE OF THE FIRST SET OF NIST STANDARDS FOR QUANTUM-RESISTANT

CRYPTOGRAPHY REFERENCED IN SUBSECTION 3(A) OF THIS MEMORANDUM, AND ON AN ANNUAL BASIS THEREAFTER,



AS NEEDED, THE SECRETARY OF COMMERCE, THROUGH THE DIRECTOR OF NIST, SHALL RELEASE A PROPOSED
TIMELINE FOR THE DEPRECATION OF QUANTUM-VULNERABLE CRYPTOGRAPHY IN STANDARDS, WITH THE GOAL OF
MOVING THE MAXIMUM NUMBER OF SYSTEMS OFF QUANTUM-VULNERABLE CRYPTOGRAPHY WITHIN A DECADE OF THE
PUBLICATION OF THE INITIAL SET OF STANDARDS. THE DIRECTOR OF NIST SHALL WORK WITH THE APPROPRIATE
TECHNICAL STANDARDS BODIES TO ENCOURAGE INTEROPERABILITY OF COMMERCIAL CRYPTOGRAPHIC
APPROACHES.......[7]
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Table 1: Key and Signature Sizes for Standard Rainbow. The pri-
vate key can be generated from a small seed.

public key | private key | signature

Level parameters size (kB) | size (kB) | size (bit)
I | (GF(16),36,32,32) | 157.8 101.2 528
I | (CF(256),68,32,48) | 861.4 611.3 1,312
V| (GF(256),96,36,64) | 1,885.4 1.375.7 1,632

Table 2: Key and Signature Sizes for Cyclic Rainbow. The numbers
in brackets give the private key size if the linear maps & and 7 are

generated from a 256 bit seed
public key private key signature

Level parameters size (kB) size (kB) size (bit)
I | (GF(16),36,32,32) 58.8 101.2 (99.0) 528
1T | (GF(256),68,32,48) | 258.4 611.3 (603.0) 1,312

V| (GF(256),96,36,64) | 5235 | 1,375.7 (1,361.8) | 1,696
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[1] Peter Shor’s Wiki : https://en.wikipedia.org/wiki/Peter_Shor#External_links

[2] IBM's Test-Tube Quantum Computer Makes History; First Demonstration Of Shor's Historic Factoring Algorithm https://
www.sciencedaily.com/releases/2001/12/011220081620.htm

[3] NIST initiated a process to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic algorithms. Full
details can be found in the Post-Quantum Cryptography Standardization page https://csrc.nist.gov/projects/post-quantum-
cryptography/post-quantum-cryptography-standardization

[4] Official comments on the Third Round Candidate Algorithms should be submitted using the "Submit Comment" link for the appropriate
algorithm.  https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-cryptography-standardization/round-3-submissions

[5] NIST announced that the PQC standardization process is continuing with a fourth round, with the following KEMs still under
consideration: BIKE, Classic McEliece, HQC, and SIKE. However, there are no remaining digital signature candidates under
consideration.  https://csrc.nist.qov/projects/pgc-dig-sig

[6] EnigmaZZiBHlLAOARE BER}: https://zh.wikipedia.org/zh-hans/ B B &I 1B # B B R IR %

[7] NSM10£ X https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-
united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/

[8] https://media.defense.qov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF

[9] Rainbow Website: https://www.pgcrainbow.org

[10] BREFIM: https://patents.google.com/patent/CN1314040A/zh
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